Bring Your Own Device (BYOD) Policy

1. Purpose

The Bring Your Own Device (BYOD) policy allows employees to use their personal mobile devices
for work-related tasks, enhancing flexibility and productivity. This policy outlines the
requirements, responsibilities, and expectations for employees who choose to participate in the
BYOD program at [Company name].

2. Eligibility and Enroliment

Eligibility: All employees who require mobile access for their job duties are eligible to participate
in the BYOD program.

Enrollment: Employees must enroll their devices with the IT department to gain access to
[Company name] resources. This includes installing the [Company name] Mobile app and any
required security software.

3. Security & App Requirements

App Installation: Employees must install the [Company name] Mobile app on their personal
devices to make and take calls during their work hours as needed.

Two-Factor Authentication: Employees must use a two-factor authenticator to access work-
related applications and data.

Device Security: Personal devices must have password protection, and the latest operating
system updates installed. Employees are responsible for maintaining the security of their
devices.

4. Data Privacy and Usage

4.1 Work Data

Permitted Work Data: Employees are only allowed to store and access work-related data and
applications that have been explicitly approved by [Company name]. These may include email,
contact lists, calendars, and other productivity tools necessary for performing job duties.

Prohibited Data: Personal devices should not be used to store or transmit highly sensitive
company data unless explicitly authorized. This includes, but is not limited to, customer payment
information, proprietary business strategies, and confidential employee records.

Nonexempt/hourly employees must be clocked in to work prior to accessing company systems,
work-related email, and work-related texts on their personal mobile devices. Violations of this
policy may result in disciplinary actions up to and including termination of employment.



4.2 Separation of Personal and Work Data

e Personal Data: [Company name] will not access personal data on an employee’s device, such as
personal emails, photos, and messages, unless required by law. Employees are responsible for
managing their personal data independently.

4.3 Confidentiality

e Data Handling: Employees must handle work-related data with the utmost confidentiality and
ensure it is not disclosed to unauthorized individuals. This includes being cautious about where
and how work data is accessed (e.g., avoiding public Wi-Fi for sensitive work tasks).

e Data Sharing: Sharing of work data should be done only through secure and approved methods.
Employees must not use personal email accounts or unauthorized cloud services to share work-
related information.

4.4 Data Encryption

e Encryption Standards: All work data stored on personal devices must be encrypted. Employees
should use encryption methods approved by the IT department to protect data from
unauthorized access.

e Communication Encryption: All communications involving work data should be encrypted,
including emails, messaging apps, and any other forms of digital communication.

4.5 Data Recovery

o Data Recovery: In the event of data loss, employees should immediately report the incident to
the IT department. The IT team will assist with data recovery efforts and ensure that any
compromised data is properly restored or securely deleted.

4.6 Monitoring and Compliance

e Usage Monitoring: [Company name] reserves the right to monitor the usage of personal devices
for work purposes to ensure compliance with this policy. Monitoring will be limited to work-
related activities and data.

e Compliance Audits: Periodic audits may be conducted to ensure that employees adhere to data
privacy and security standards.



4.7 Employee Rights and Responsibilities

Right to Privacy: [Company name] respects the privacy of its employees. Personal data stored on
personal devices will not be accessed without the employee’s consent, unless required by law.

Responsibility for Data Protection: Employees are responsible for protecting the confidentiality,
integrity, and availability of work data on their personal devices. This includes adhering to all
security measures and promptly reporting any security incidents.

4.8 Legal and Regulatory Compliance

Data Protection Laws: Employees must comply with all applicable data protection laws and
regulations, including those related to the storage, processing, and transmission of personal and
sensitive data.

Company Policies: In addition to this BYOD policy, employees must adhere to all other relevant
[Company name] policies and procedures related to data privacy and security.

4.9 Termination of BYOD Access

Access Revocation: [Company name] reserves the right to revoke BYOD access at any time if an
employee fails to comply with this policy or if their device poses a security risk.

Data Removal: Upon termination of BYOD access, employees must allow the IT department to
remove all company data and applications from their personal devices. This process will be
conducted in a manner that respects the employee's personal data and privacy.

5. Compliance and Monitoring

Monitoring: [Company name] reserves the right to monitor the use of personal devices for work
purposes to ensure compliance with this policy.

Compliance: Employees must comply with all applicable laws and regulations regarding data
privacy and security. Non-compliance may result in disciplinary action.

6. Support and Maintenance

IT Support: The IT department will provide support for the installation and configuration of
required applications and security software.

Maintenance: Employees are responsible for maintaining their personal devices, including
performing regular software updates and ensuring the device remains functional and secure.



7. Loss or Theft
e Reporting: Employees must report lost or stolen devices to the IT department immediately.

¢ Remote Wipe: In the event of loss or theft, [Company name] may remotely wipe company data
from the device to prevent unauthorized access.

8. Sell, Donate or Trade In

e |f an employee is looking to sell, donate or trade in their device, they are required to notify the
IT department and allow them to wipe the device prior to the transaction.

9. Opting Out and Termination

e Opting Out: Employees who choose to opt out of the BYOD program must inform their
supervisor and the IT department. Company data and applications will be removed from their
personal devices.

¢ Termination: Upon termination of employment, employees must allow the IT department to
remove all company data and applications from their personal devices.

10. Reimbursement and Compensation

e Reimbursement: [Company name] will provide a monthly payment to each employee who
enrolls in the BYOD program. This payment is intended to reimburse employee for monthly cell
phone costs.

e Compensation: Any agreements regarding compensation for use of personal devices will be
handled on a case-by-case basis.

11. Acceptance of Policy

e By enrolling in the BYOD program, employees acknowledge and agree to comply with the terms
and conditions outlined in this policy. Failure to adhere to this policy may result in disciplinary
action, up to and including termination of employment.

Signature Date

Print Name



*The following Bring Your Own Device (BYOD) policy is provided as a general guideline and is intended for informational purposes only. It does not constitute legal
advice. TeleVolPs makes no warranties or representations, express or implied, about the completeness, accuracy, reliability, suitability, or availability of this
information. The BYOD policy may not be appropriate for all organizations or comply with all relevant laws and regulations. Before implementing any BYOD policy,
you should seek the advice of a qualified legal professional to ensure compliance with applicable laws and regulations. TeleVolPs assumes no responsibility for any
actions taken based on the information provided.



